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1. Citrix Cloud IcH 1> > L £,
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RBI DA VR—FT1 >0 7AOEX

Citrix Cloud R— T, RBIHT—EX%EE %~ 1) w2 LT Remote Browser Isolation > 7«
GR=JIZTIVEALET,

8= GetStarted
Get started with Remote Browser Isolation
Manage
Just a few simple steps and you'll be on your way to protect your enterprise from web-based
attacks with web-isolation technology.

What's ahead

@ Add Azure subscription

Add subscription

Add your own Azure subscription.

@ Create catalog of applications

Customize machine specs to run the applications for this catalogs. Create Catalog

Video tutorial Tech Zone guide Product

@ Add users to catalog

Add the users you want to access this group of applications.

(4) Testand share

) - Go to Work
Launch and test the behaviour of the remote browser isolation through Workspace. Make
sure user have access to your organizations URL.

ATFv 1 Azuret T X0 3 > DEM
1. VE—FMDBEOBBR—2 T, BYITZXOVFoaro@mz=o ") v o LEd, Azuretf 7 X2
7> a>vid. RBICBIWTZHRA MDD —oO—RII2DDOAZETENMTEET,
e JO—NIIEEEBIRISREFERT 3: CitrixH—EXDFADKH D ICAzUureF T X1 7
AVICTIERTR & d 3,

«c YITROV T2 a3 efICH T 2HAEREO - 2RO V2T 4T T ERE
fERY %,
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Add Subscription ®

The Citrix service requires access to your subscription.

Select an option below:
@ Allow the Citrix service to access my Azure subscriptions on my behalf
(Requires Global admin privileges on the directory and Owner privileges to complete)
() I'have an Azure App with contributor role to the subscription
Complete this workflow if you want one or more of your own Azure subscriptions to be available for selection when creating a catalog

(in addition to the Citrix-managed subscription). For information about Citrix and customer see the Techn

overview.

security

2. YT ROV Fo a3 H_HEEREO—ILZ2IEDAzure 7 7 ZF-o-TWETHE I U WD
LE,

3. TOATFIa>EBMCTRICIE. T4 LI RUID. FTVr—3vID. 9547 b —
Ly b BLUO—ILy N EIHBZ AL, BEZIV VI LET,
4. YITRO) T a>OFMERIAELIER. YIXROUTFoa>oBmM=EI7) v o LET,

Add Subscription X

The Citrix service requires access to your subscription.

Select an option below:

() Allow the Citrix service to access my Azure subscriptions on my behalf
(Requires Global admin privileges on the directory and Owner privileges to complete)

(@ ! have an Azure App with contributor role to the subscription

Directory (tenant) ID

Application (client) ID

Client Secret

Secret Expiration Date

Complete this workflow if you want one or more of your own Azure subscriptions to be available for selection when creating a catalog
(in addition to the Ci d For about Citrix and see the Technical security

overview,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 12
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O XTid. I VOEBBICKERVY —RTIN—TZ238H. AzurellER) Y —IAHERAIN
F9o

1. Citrix Cloud™ ~X—<° T, Manage RBI Service > Create Catalog z27 ') v 27 L £9,

2. Create Remote Browser Isolation Catalog X—>T. h&Z O D&AEIZ AL, Add
remote isolated browser #2717 L £,

AROJENZ BRI 2. ARBEADOKDICT 7 4L bREDBRAINE T,

3. Next: Machine Settings 27 'Jwv 2 L. U TOF#Z AL FT,
s IRV FO 3>
s IVURE

I R

BRI 1—BERT T 4L TEDICE>TVWETA, I—F—FTNEBRT
AT avhBDET,

4. Next: Summary > Create Catalog #27'J w27 L £ 79,

5. AXOJHMER N5, View Details 7 v o LE T,
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EJCRS

BRI IO VICHTEIHBOEREET AL ZERL. AXOJRTITSUFZLETE
EJCRS

BEENMEROY T RO T arefioTVWBIEEa. AXOJZECICERT 3N 2 ERTE
EJCRS

Citrix Catalog Service (7 —20O0—RZEEL £,
VISIZTNYFETYyTT—MEI BENMER LTSV OEREEREICEOVTED
NICBEINE T,

AZOJADIY S IEAXRI 4L XE— K (DaaS A Rendezvous V2 7R > —) TEIEL £
T, CHE. BEOVY —RXJIN—TIIaAXRIEZDBANTETHZ E#EKRLE T,

25w 7 2.1: Secure Private Access (SPA) 77Uty avich4OJ =80 YT

BEEEEEII. SPAEYy aVIERATSNEOJZ2RRTE. COBMNDIDICKEDHEZO
JZBDETBIENTEET,

RISk

DA T3 TSPARBI 7 ) ZIERBICEET BICIE. DR EDHLIDOAXZOTHERIC
BOoTVWBREAHD £,

Secure Private Access Zw >3 > EBMICT B HE:

1.

2.

Citrix Cloud _X—<°T. Manage RBI Service z7 ) v 2o L X,
Manage #27') w2 L. fERL7=AX0OJIC#BE L T. ViewDetails 27 ') v L%,

Configuration Details X—"T. Allow Secure Private Access sessions to use this
catalog D T ILA T a = BMLET,
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] x

Remote Isolated Browsers Machines Power Management Configuration Details

Region Azure subscription C Refresh
Work load Storage type

Standard_D2s_v3 Standard disks (HDD)

Machines Remote Browser Isolation version

1 1.0.0-connectorless

Linux VDA version Catalog Public IP address

private-22.03.2000.43 --

=+ Add secure web gateway

v ‘ Allow Secure Private Access sessions to use this catalog

Enable NAT Gateway

Delete Catalog

/

CDATOIOTEROAZROTEZFEIRTETET, EHOAXOTNBERINTUVRIES.
SPA DiEEENiF. B VT X FAMTONTIZEFAD S RBIEVWI -2 3>0AXOJICBEL
9,

ATV T3 TSUHFFTTIIr—>a> 2R3

IS0 T7 TV r—2a 2 ERTS
UTFOFIBICE>T. VE—FDBT ZUHZEMLE T,
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2. UE— BT SUTDEBMEY Uy o L. UTOBBEFHEZIEEL T,

TS50 FEOLRIEAILET,
URL: X—4 'y 7TV 4r—2 3> DURLEIEEL £ 9

DE—FITSOHIE. BE2BPHMRIBETHRIAMINE I, URLIFT >E—X v MMER
TT7IEAARETHINENHD £,

AT EANRA - FELEEEEAAZERL £, CNIEITY RI-—HF—-ICRREINE
ER

e NROA—FK NXXO—FZAHLZFT,
s PAA: T TAOA Ty TO—FLET,

3. VE— BT SUVDEMZY ) v I LES,

Add remote isolated browser X

*All fields required unless marked optional.

Remote isolated browser name

IS0 TF7 IV r—2avIilRI)S—28IDETS
TS0HPMER SN, TIUHICHRERRU S —ZBRTETET,

7R —DEE] (/len-us/citrix-remote-browser-isolation/media/rbi-shw-manage-policies.png)

1. gEsSZz Vv oI L. TRUS—DER) #07)v I LFET,
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2. BRIV —zEML. REFE 20V v I LFT,
7R > —DEME2) (/en-us/citrix-remote-browser-isolation/media/rbi-shw-manage-policies2.png)
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Remote Isolated Browsers hi Power Mar Configuration Details

Add remote isolated browsers to users Workspace to enable safe access to popular productivity apps.

[J ton | Name Users | URL
O G TestSTBrowser - https://www.citrix.com/
O @ TestSTAuth 1 https://www.google.com/

Launch isolated browser

Copy Launch URL to clipboard

Manage policies

Delete isolated browser
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Manage potcies for R

Clipboard (\

Enabling clipboard allows copy and paste operations to and from the remote session.

) Copy out only
) Paste inonly

(@ Copy and paste

Printing m

Enabling printing saves the remote webpage as a PDF and transfers it to the user's device.

Non-kiosk m

Enabling non-kiosk mode restores the interface to the remote browser, allowing the user to

access the address bar and create multiple tabs and WiT‘ldDWS.Terx%d
ext

Client drive mapping

Enabling client drive mapping allows the user to uplead and download files to and from the
remote session when using all versions of Citrix Workspace app except for HTML3. *Only
available to paid customers.

URL parameters m

Enabling URL parameters allows a new session's starting URL to be replaced by a different
URL provided as a query parameter.

Hostname tracking m

Enabling hostname tracking allows the logging of hostnames visited by users within a session
to Citrix Analytics.
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Citrix Warkspace - Security Warning |
'\.’ An online application is attempting to access
files on your computer.

- Block access

g ngt perrnit the application to rnead or change your
files

= Allow reading only
The application cannot change files.

[0 Do nat ask me again for this site.
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